
 

 
Job Title :   Manager, Cybersecurity  
 

OVERALL PURPOSE: 

 The Manager Cybersecurity is responsible for overseeing the security and integrity of 
the bank's information systems, networks, and data. The role involves implementing, 
managing, and continuously enhancing security measures, monitoring systems for 
potential threats, and responding to security incidents. This position plays a. 
 

RESPONSIBILITIES:  

 Protect the bank's information systems, networks, and data through effective 
security controls. 

 Conduct security assessments, vulnerability scans, and penetration tests to identify 
potential weaknesses. 

 Monitor and analyse security logs, events, and alerts for potential security incidents. 
 Investigate security incidents and implement response measures to mitigate risks. 
 Stay informed about the latest cyber threats and best practices. Conduct regular 

updates and threat briefings. 
 Collaborate with IT, risk management, and compliance teams for alignment with 

security standards and regulations. 
 Develop, maintain, and enforce security policies, procedures, and guidelines. 
 Conduct security awareness training for employees. 
 Participate in the evaluation, selection, and configuration of security technologies 

and tools. 
 Maintain and update documentation of security processes and incident response 

activities. 
 

QUALIFICATIONS REQUIREMENTS:  

 Bachelor’s degree in information security, Computer Science, Information 
Technology, or related field. 

 Industry certifications (e.g., CISSP, CISM, CEH, or CompTIA Security+). 
 Strong understanding of ISO 27001, PCI-DSS, NIST Cybersecurity Framework. 
 Minimum of 3-5 years in cyber security or related IT fields. 
 Experience with security technologies (firewalls, SIEM, IDS/IPS, DLP, endpoint 

protection, encryption). 
 Proven experience in implementing security measures, incident management, and 

vulnerability assessments. 
 Strong knowledge of network, application, and data security principles. 
 Hands-on experience in incident response and SOC operations. 
 Excellent problem-solving skills and ability to analyze complex scenarios. 
 Strong communication skills for cross-functional teamwork and training. 
 Familiarity with cloud security (AWS, Azure). 



 

 Attention to detail and proactive problem-solving approach. 
 Ability to work under pressure and manage tasks effectively. 
 High ethical standards and confidentiality. 
 Ability to conduct training and awareness sessions. 
 Willingness to adapt to new security challenges. 

 
Contact Info: 

Email: career@vattanacbank.com  
Phone Number: 076 888 4343  
Telegram: https://t.me/Sokrous_Bun  
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